NMPUJTOXXEHME N2 4.2

AOroBoP ijé /3;@_ 0. 400y
30.00 -

AHec, ....2014 r. B rp.Codus, ce ckNoum HacTOAWMWAT JOrOBOP MexAay:

MUHUCTEPCTBO HA WKOHOMMKATA WM EHEPTETUKATA, c agpec: rp. Codus,
yn."CnassHcka" N2 8, npeactasnssaHo oT BACWUN LWLIOHOB, MWHUCTBP Ha WMKOHOMMKaTa W
eHepretukata u EJIEHA KAPAMNAYHOBA - rnaseH cuetosBoguten, EUK 130169256, HapuyaHo
no-gony "Bb3NOXUTEN", n

~»CTOyH Komniotepc” Afl, c EMK 121442617 1 agpec Ha ynpasneHue: Codwus, yn. ,Anocrton
Kapamures” 2, HapuuyaHo no- gony "M3NBAHWTEN", oT apyra cTpaHa,

Ha ocHoBaHme un. 14, an. 5, 7. 2 or 3akoHa 3a obwecTBeHnTE NOPbYKU U YTBBbPAEH

MPOTOKON Ce CK/HYM HacToALWM AOroBop 3a CneaHoTo:

I. NPEAMET HA JOrOBOPA

Hn.1. Bb3/IOXUTENAT Bb3nara, a U3NbAHUTENSAT npuvema Aa oCblLEeCcTs npoabkKaBaHe
NPaBoOTO Ha Non3saHe M NOAAPbBXKA Ha aHTUBUPYCEH coPTyep 3a 3alumMTa Ha eneKTpoHHaTa
nowa B MUE Ha codTyepHus npoaykT F-Secure Inbound Protection 3a 750 notpebutens B
PaMKuTe Ha efHa roavHa, nNpu UeHaTta u ycnosusaTa, onpeiesieHn B TO3WU 40roBOP U CbrNacHo
AokymeHTauusta, TeXHMYECKOTO 3afiaHne Ha Bb3noxuTens u TeXHUYECKOTO MpeanoXeHue

Ha MBI’IBJ‘IHMTe.ﬂﬂ, NpeacTaBnaBalln HepasgenHa 4acT OT HacTosaWmua 40rosop.

II. CPOK U MACTO 3A U3NBJTHEHUE HA Bb3J/1I0XKEHUTE PABOTHU

Hn. 2 (1) HacToswmAaT 4OroBoOp ce CKNYBa 3a Cpok oT 12 /asaHaaecet/ Meceua, CYMTaHo OT
13.12.2014 .

(2) V3nbnHWTENAT NpeaocTaBs Ha Bb3noxuTtens AOKYMEHT, yAOCTOBEpPSBall, OCUMIYypPSBaHETO
Ha codTyepHaTa akTyanusaums Ha notpebutenu no yn. 1 B cpok ot 10 /aecet/ paboTHU AHuM,

CYMTaHO OT gaTaTa Ha nognuceaHe Ha aorosopa.

(3) MpuemarneTo Ha AOKyMeHTa Ce yAOCTOBepsBa C ABYCTPaHeH npueMo-npesaBaTeseH



NPOTOKON, noAnNWCaH OT CTpaHa Ha Bwb3noxutens oT AupekTopa Ha  Aupekuus

"MHPOPMAUMOHHO M KOMYHMKaUWMOHHO OCUrypsiBaHe" W OT onpeaeneHo OT MU3nbaHWTEns

nuue.

(4) Msctoto 3a u3nbnHeHWe Ha porosopa e rp. Codwus, aAMUHUCTpPaTUMBHa cCrpaja Ha

MWHWCTEPCTBOTO Ha MKOHOMWKATa M eHepreTukaTa, yn. "CnassHcka" NO 8.

III. UEHA U HAYMH HA NNALLAHE

Hn. 3. Bw3noxutenst 3annawa Ha MW3nbaHuTens ueHa B pasmep Ha 17 625
nB./ceneMHafeceT XMnsau, WeCcTCTOTUH ABaAECET U neT neea/, 6e3 AAC, cbrnacHo LUEHOBOTO
npeanoxeHwe Ha M3nbnHutens. B ueHaTta ca BKIOYEHM BCUYKM pa3xoaum Ha U3MbIHUTENS
No W3Nb/HEHWETO Ha ycnyraTa. [JoroBopeHata LeHa € OKOHYyaTenHa M He NoaNexu Ha
aKkTyanusauwms,

(2) Cymarta no an. 1 ce 3annawa B AeCEeTAHEBEH CPOK OT NMoANWCBaHETO Ha NpoTOoKOoNa no
4n.2 an. 3 v npeacTaBeHa opuruHanHa dakTypa no 6aHKoBa cMeTKa Ha MambnHutens IBAN

BG57UNCR96601026024623, koa - UNCRBGSF, npu 6aHka ~YHUKpeauT bynbank™ AQ

IV. NPABA N 3AABJ/IXEHUA HA Bb3JIOXXUTENSA

Yn. 4. Bb3noxuTensaT uMa npaso:

1. pa nonyyn uM3NbAHEHMETO Ha ycnyrata no 4n. 1 B CPpoKa M NpW YCNOBUATA,
[OroBOpeHW Mexady CTpaHuTe, CbrnacHo odeprtata Ha W3nbnHWTENs - HepasgenHa
yacT OoT AgoroBopa.

2. N0 BCSKO BpeMe B CPOKa Ha AOroBOpa Aa OCLLIECTBSBA TEKYL W NOCneasall KOHTPON
BbpPXY U3Mb/IHEHWETO Ha NnpegMeTa Ha AOroBopa.

3. N0 BCAKO BpeMe Ha W3Nb/HEHME Ha A0roBopa ga nonydasa WHbOpMauus oT
M3nbnHUTENS 3@ NpeaocTaBeHarta ycnyra.

- Aa n3nckea oT M3nbnHUTENSs Aa oCbuwlecTBABa npegmMmerta Ha AOroBopa KayecTtBeHO U B

CpOK.

5. [a npekpaTu AOroBopa eAHOCTPaHHO B CnydaM, ye U3NbAHUTeNsT He OCbLLecTBSBa



npeameTa Ha A0roBopa, CbrNacHO U3UCKBAHUATE My,
6. Aa 3annaTv yrosopeHaTa ueHa cbrnacHo pasgen 111 oT HacToswms AOroBop;

7. Aa okasea npu HeobxoAMMOCT CbAerCTBME Ha M3NbnHUTENs Npu NpefocTaBsHe Ha

ycnyraTa.

V. MPABA N 3AAB/DKEHUA HA U3NBJIHUTENSA

Yn. 5. (1) U3nbnHuTensT vma npaeo ga My 6bae OKa3BaHO HEOBXOAMMO CbAEWCTBME OT

Bb3noxurens npv npeaocraBsHe Ha ycnyrara.

(2) W3nbnHUTENnsT wuMa npasBo Aa nofyyYu YroBOPEHOTO Bb3HarpaxaeHwe, CbrnacHo

YyroBOpPEHOTO B yn. 3.

(3) W3nbnHWTENsT ce 3aab/kaBa 4@ M3MbAHW ycnyrata B NpeABWAEHUS CPOK, CbrnacHo

YroBOPEHOTO B J0roBOpa M NpeaocTaBeHaTa odepTa.

(4) W3nbnHuTenaT ce 3agbskasBa B CPOK OT TPUM AHM cCned Aatata Ha NOANWCBaHE Ha
AOroeopa pa onpegeny NOMMEHHO NUUA 3@ KOHTaKTU U MOBunHWTE UM TenedoHW, Ha KOUTO
[la 0TroBapsT, KaTo yBeAOMM NMUCMEHO No dakc unu en, nowa AnpekTopa Ha aupexkumns MKO

34 ToBa.

(5) U3nbnHMTENAT Ce 3aAbnxasa Aa U3BbPLIBA TEXHWYECKOTO 06CNyXBaHe cnel nonyyasaHe

Ha 3asiBKa OT CTpaHa Ha Bv3noxwurens.

(6) M3nbnHWTENsT ce 3aabfixaBa A3 OTCTPaHABA Bb3HWKHanW npobnemu, CBbp3aHu C
aHTMBMpyCceH codpTyep 3a 3awmTa Ha enekTpoHHaTa nowa B MUE Ha codTyepHus npoaykTt F-
Secure Inbound Protection B cpokoBeTe u npu ycnosusata Ha Pasaen VI ot [orosopa;

(7) V3nbnHWTENsT ce 3agb/kaBa Aga He pa3kpuMBa MO HWKAKbB HauuH npea Tpetu nuua
MHdJODMaLl,Mﬂ_, CTaHana My KM3BeCTHa Npuv U3NbAHEHWE Ha 3aAb/MKEeHWATa MY N0 HAcToAWMA
AOoroBop.

(8) U3nbnHMTENAT Ce 3agb/kaBa Aa He M3Mon3sBa MHGOpPMaLUUs, CTaHana My W3BECTHa Mpu
M3Nb/IHEHWE Ha 3aAb/IXKEeHUATa My Mo HacTosLWMa A0roBOp, 3a CBOS M3roaa wWiu 3a uaroaa Ha

TPETU Nnua.

VI. BAAABKA NP NOBPEQA. CPOKOBE 3A OTCTPAHABAHE



4n.6. (1) Npu koHcTaTupaH npobnem npu pabota C MNPeANOXKEHOTO peweHue no yn. 1,
Bb3noxutenat nogasa 3aseka (oTnpaBeHa no Gakc wWau B enekTpoHeH dopmat) Ao

M3nbnHuTens 3a OTCTpaHABaHe Ha noBpenaTa.

(2) 3asBkaTa TpsbBa Aa CbaAbpxXa MHMOPMaLMS 3a: Yaca v AataTa Ha NogaBaHe Ha 3aaBKarTa,

BEPOATHUA XapaKTep Ha noepeparTa.

Yn. 7. (1) WVBnbaHWTeNnsT ce 3agb/ikasa [fa OCUIypM TexHUYecka noaapbXKa OT

npoussoauTens no e-mail, tenedoH - 24 yaca B AeHOHOWMWETO, 7 AHW B ceamuuaTa.

(2) N3nbnHnTENsT ce 3aabnkaBa Aa OTCTPaHU npobnema ao 1 (eauH) paboTeH AeH, CYMTaHO

OT MOMEHTa Ha yBeAOMSBAHE 3a noBpepaTta.

VII. FAPAHUUWU, OTTOBOPHOCT U CAHKLUUM

Hn. 8. Mpu NMbNHO HEU3NbIIHEHWE Ha Bb3/IOXEHOTO No 4n. 1 ot gorosopa, U3MBIHUTENAT

AbJKW HEYCToKa B pa3mep Ha 50% (netaecet npoueHTa) oT obuwara CTOMHOCT Ha J0roBopa.

“n. 9. MNpu HecnassaHe Ha cpoka no 4n. 7, U3MbIHUTENAT ab/Xu HeycTolka B pa3Mep Ha
0,05% ot obwaTta CTOMHOCT Ha AOroBopa, 3a BCEKW AeH 3abaBa, HO He noseue OT 5 % oT

ofwaTa CTOMHOCT Ha AOroBopa.

VIII. NTPEKPATABAHE HA OrOBOPA
Yn. 10. (1) JoroBopbT ce NpekpaTsaBa C U3MNb/HEHUETO MY U C U3TUYAHETO HA HErOBUS CPOK.
(2) OcBeH B cnyyas no an. 1, AOroBopbT MOXe Aa 6bAe NpeKkpaTeH:

1. no B3aMMHO Cbrnacue mexay CTpaHuTe, U3paseHo B NUcMeHa ¢dopma, B 7 - AHEBEH
CPOK, CHMTAHO OT YBEJOMSABAHETO;
2. egHocTpaHHO oOT Bb3noxutens, 6e3 npeausBecTMe NpW  HEU3NbIHEHWE Ha
3ab/HKEHNATE NO 4OroBopa OT CTpaHa Ha U3nbnHutens;
3. epHocTpaHHo oT Bb3noxwutens, 6e3 npeausBecTue, B cnydai, ye U3nbnHuTenat 6bae
NWLEH OT NpaBo Aa ynpaxHssa AelHOoCTTa Cu.
Yn. 11. HactoawusaT gorosop Moxe aa 6bae pasBaneH npu ycnoBusita u No peda Ha 4n. 87

0T 3aKkoHa 3a 3aib/KeHusiTa U AoroBopuTe, B Ciydal, ye WU3NbAHUTENST He OCbLIEeCTBABA

yCnyrata B CPOK U NpKX YCNOBUATAE Ha HACTOALWMAT AOroBop.



VIII. 3AK/TIONMUTE/IHM PA3NOPEAB
Yn. 12. CTpaHuTe No HacToswwms AOroBOp We pewasaT CNOpOBETE, Bb3HWKHANM B npoueca
Ha U3NBHEHWETO MY MO B3aUMHO CbINIaCe M C NUCMEHW COPa3yMeHUs, a MPU HenocTUraHe
Ha Cbrnacue - BbNPOCHLT Ce OTHACH 3a pelwasaHe Npej KOMNETEHTHUS CbA NO peaa Ha K.

HYn. 13. 3a HeypeaeHWTe B HaCTOAWMSN AOroBOp BBMNPOCK ce npwunaraTt pasnopeabuTe Ha

3aKOHOAaTeNncTBOTO Ha Penybnuka Bwvnrapus.



IMPUJIOKEHUE Ne2
TEXHUYECKO IIPEJJIOKEHHUE

CTOYH KOMITIOTHPC AJl
/HaMMeHOBaHHWe Ha y4acTHUKA/

YBakaeMu 1aMH M rocnoja,

Cnen sano3naBane ¢ myOnanyHaTa 1oKaHa 3a y4acTHe W CbIbTCTBALUUTE A AOKYMEHTH C MpeaMeT
"llpoabiakaBaHe NpaBOTO HA MOJA3BAaHEe H MOAAPBLAKKA HA AHTHBHPYCEH M AHTHCNAM
copryep or F-Secure 3a HykanTe Ha MHHHCTEpPCTBOTO HA HKOHOMHKATA W eHepreTHkara"
C MO3HLMHU:

1. "lpoabnkapane NpaBOTO Ha MOJI3BaHe W MOAAPbKKA HA aHTUBHpYceH codTyep 3a
CbpBbPH, pabOTHW CTAaHUMW W MPEHOCHMM KOMMKTPH Ha codTyepHua mnpoaykt F-Secure
Business Suite 3a 800 notpeburens 3a nBe roguHu"

2. "llpoabikaBaHe NMPaBOTO Ha MOJi3BaHEe W MOAAPDBKKA HA aHTUBHpPYCEH codTyep 3a
3auMTa Ha enextponHarta nowa B MUE Ha codryepuus npoaykr F-Secure Inbound Protection
3a 750 norpebuTens 3a eaHa roanHa", npuemMam Ja U3MbJHs NOPLYKATA NPH CIEAHUTE YCIOBUA:

ITo no3uums "[IpoabakaBaHe NpaBoTO HA NMOJN3BAaHE U MOAJAPbHIKKA HA AaHTUBUPYCEH codTyep 3a
CbPBBPH, padOTHH CTAHUWH M NPEHOCHMH KOMMIOTPU Ha codTyepHus npoaykt F-Secure
Business Suite 3a 800 norpebutens 3a aABe rogunu"

ITo no3nuns "[lpoabnkaBaHe NpaBoTO Ha NOJI3BAHE M NOAAPBKKA HAa AHTHBHPYCEH codTyep 3a

3allMTa Ha enektponHata nowa B MMWE Ha codryepuns npoaykr F-Secure Inbound
Protection 3a 750 norpeGurens 3a eqHa roguHa"

Texuuueckara mt)epra npeacrasjsiBa Hepas/jie/iHa 4acT oT A0ropopa.

Jara: 19.09.2014 r.

HaumeHoBaHMe Ha yuacTHHKa: »Ctoyn Kommiotbpe™ AJl
Wme u hamunus: Kpacumup bopucnasos Ilonos
JInbikHocT: TbproBekH AMpeKTOp,

[TeaHoMOLLHMK Ha 3N

JTHUA JHPEKTOP

na ,,Ctoyn Komn prc”/\ll

[Toanuc




TEXHUYECKO IIPEJVIOKEHUE
Ha NPoaYKTa

F-Secure Inbound Protection

IMokazaren MuHHMaIHH H3HCKBAHHUS Hopapbikka
JlyOnupane Ha Xap/yepa U MpeXOBUTE Jla
Xapoyepna KOMIIOHEHTH:
naamgopma ¢ redundand hotswap power supply;
¢ redundand hotswap harddiscs; Na
e redundand hotswap fan; Ja
* wHabmoaenne Ha xapayepa (hardware Jla
monitoring);
e cpuand temperature control. Jla
Knuent 6asupano RAID ynpasnenue; Jla
NIC (Network Interface Failover) — 3a Jla
ABTOMAaTH4HO IPEBKITIOYBAHE KbM JIPYT
uHTEpdeiic;
CobcTBena (proprietary) MTA ¢ noaapexka Ha Ia
10 000 enrHOBpeMeHHH BPb3KH (KOHEKIHH),
JIMHAMMYHA OTIallKa 332 BCEKH JIOMENH;
Ha
3awyuma om amaxu:
e directory harvest;
e buffer overflow; Jla
e DoS. Ha
Buptyanuu Gateways; Nla
Jla
Humenuzenmno obpabomeane na:
¢ Bounce Handling;
e Bounce Verification. Ha
JIBynocouna pabota Ge3 3abaBsiHe. Ila
JHa
Havun na Bwimoscnocm 3a monmasc ¢ 19” wkag.
MOHmMuUpawe
Ha
Komynurkauuu 2 x Gigabit BaseT Ethernet Ports;

1 x 10/100 BaseT Ethernet port 3a
ynpagienue;




Ha
Eonospemennu 10 000
SMTP ¢pv3xu
; Ma
Onepayuonna Cmabunna u 3auumena cobcmeena
cucmema OnepauUoOHHa cucmema.
_ . Jla
Dainosa cucmema | Cobcmeena painosa cucmema, cv3oadena u
ONMUMU3UPAHA 3a paboma ¢ ONAWKU Om
CboOuIeH LA,
Ha
MTA Coocmeena MTA.
3awuma cpewy SMTP session control and traffic rate limiting
' Denial of Service (00 nHueo noayuamen); Jla
B 3aéucumocm om IP adpeca / o6aacmma,
O0OMeUH unu e-meil1 OUeHKA Ha penymayuama; Jla
3awuma cpewyy Humezepayus coc:
Directory Harvest
Attack OpenLDAP; Jla
Active Directory; Ja
HApy2u LDAP cvpsvpu; Jla
Hoenmugukayun na neeanuoHu noayuamenu; Jla
WwOSMTP conversational bounce” 3a Hesauonu
noaywamenu; Jla
3awquma om ,,Non-Delivery Report Attack”; Jla
Koumpon na makcumannun opou ,,bounces” 3a
Yac nopaou HeealUuOHU e-Meil noyHamenu, Ha
0a3za Ha OueHKa Ha penymayuama Ha
usnpawayva — , IP address/range, domain and
email reputation”. Jla

Cnpenu om penymayuonHume uimpu;

Cnam-cvoduienus;

3apazenu c gupyc cboOU{eHUA;




Yucmu cvoouerua. Tla

Cmamucmuka € pealino epeme 3a:

IHocneoen uac; Ja
Iocneoen oen; Jla
Ilocheona ceomuua; Jla
Hocneoen mecey; Ja
baokupanu cvoowenun om rate limit”; Jla
Omxevpienu 6pv3Ku; ' Jla
Cnam u eupycu; Ha

Konuuecmeo 6aiimose om IP aopec u

OOMEllH. Ja
3awuma om wBounce verification tag” — 3a noomana na
HeMcenanu wenvelope sender” 3a écuuku uzxooauqu
omzoeopu Bounce | cvobuenua; Jla
Verification
AKo npucmuzne omz060p, Kolmo He cbobpiyca
wBounce verification tag” — mozasa da 6voe
OMXEbPJIeH; Jla
Beprume ,,bounces” oa 6voam docmasenu. Tla
Koumpon na CKaHupane u KOHMPOJ1 HA 6XO00AULUA U
6X00AULUA U U3XOOAUUA MPAPUK Om eOHO yCIPOTICMEO.
U3X00AMUA
mpagux Jla
Bupmyanna Ha moaxnce oa adpecupa paznuunu IP aopecu
aopecauun (eupmyannu Gateways) 6bpxy eOUHUUHO
ycmpoucmeo u 0a no360/116a 3a0a6aHe HA
PazudHU NOJAUMUKU 3 6CAKO eupmyaito IP. Jla

Bceku IP adpec oa moxnce oa omzosaps c
pasauven ,SMTP response and banner”. Jla /

Ja moxnce 0a ce npomenam:

wSMTP banner”;




whostname”;

Ha
wresponse code”, Ila
3a IP adpec unu 2pyna usnpawauu. Jla

[Mopnbprxane Ha MHuoxecTBo nomeitnu 3a eun [P anpec win
MHOXKECTBO OT MHOKECTBO 0MeiHHU ¢ pa3nnyunu [P agpecu
JIOMEHHHU BBPXY €/IMHUYHO YCTPOHCTBO. Ha
Ynpasienue Ha 3a enunnyen notpeburen, Ha Gasara Ha anpeca
[IOTPEOUTENICKUTE Ha u3mpalaya, noixyuarens, qoMeitd, unm LDAP-
nomruxy (User rpymna; Ha
Policy Management) | Epuunuen meiin 10 MEOKeCTBO ToJIy4arenu aa
MOXe 1a Obe 00paboTBaH ¢ pasinynu
TIOJIMTUKH; Ja
Crpaka 3a Benuki ,,user policies™. Jla
[TonnuTuku 3a e Blacklists (IP, Domain, Reputation); Tla
OlICHKA Ha Whitelists (1P Domain R : '
3npamaa . itelists (IP, Domain, Reputation); Jla
e Third party RBLs/ORBLs; Jla
e Sender and Recipient address whitelist
and blacklist. Tla
Koutpon na e 3anapane Ha TUMHT ,.Rate limit” 3a [P
Tpaduka azpec, 1oMeiiH, u ,,Sender's reputation™; Tla
e MakcuMyM nonydaTesiu 3a epHo; Jla
e 3anaBaHe Ha 06eM TpaduK 10 HUBO
MHHYTH. Jla
Jletaitniau Meiin Reverse DNS Domain Lookup and Policy
nomutrku (Fine Assignment. Ma
granularity) [Tomutuku 3a u3npainaya, Ha Gasara Ha:
e Maximum Messages per connection; Jla
e Maximum Recipients per message; Jla
e Maximim message size; Jla
e Maximum Concurrent sessions per [P
address; Jla
e TLS enforcement and preferred option; Tla

e SMTP Authentication enforcement and
preferred option.

Dunrpupate Ha
npukauenu aitnose

OtkpuBaHe THIa Ha NpUKaueHu (aiinose 10:
e Tun nHa daiina (file type);

e Mwme na daiina (file name);




¢ Pasmmpenue Ha (aiina (file extension);

¢ MIME type.

Bwv3moxncnocm oa craza nod kapanmuna
(Kapanmunupa), Oynaukupa u KapaHmuHupa,
YHUWoxMcasa npukavenume gainose, BCC,
npenpauiane Ha e-mMew1a KoM opy2 Xxocm uiu
nony4uamen, HOOMAHA HA UAOMO CboOUieHUe
Wjiu npuKaYenun pain ¢ npe-oepuHupano
cboduienue 3a yeedomaeHue.

Bepudunupane Ha
u3rpaiaya

Bepuduuupasne Ha usnpamiaua mno:
e [P address;

Ja
e DNS PTR record; Tla
e Envelope sender address. Jla
e LDAP recipient address verification. Tla
KonTpon na
J0CThIIA 110 e KoHTposa Ha mocThna 10 061acT oT
KdpaHTHUHHATa 30Ha KapaHTHHATa; Ila
e KoHTpos HA MOTPEeOUTENICKO UME U
naposia Ha KapaHTHHHUTE 30HHM, TaKa 4e
Pa3IMYHUTE KapaHTHHHH 30HU J1a Obaar
JIOCTBIIBAHU CaMO OT OTOPU3UPaH
MepcoHall. Tla
Cxanupyemocr
Bvsmoxncnocm 3a donvanumennu azenmu u
pasnpedensane Ha HAMOBAPEHOCHIMA Jla
Meiin npotokonu e Mail Injection protocols - SMTP, ESMTP,
Secure SMTP over TLSo; Tla
e Mail Delivery protocols - SMTP, ESMTP,
Secure SMTP over TLS:;
e DNS -internal resolver/cache; Can resolv
using local DNS or Internet DNS servers. Tl
Koudurypupane e WEB interface - HTTP or HTTPS; Jla
¢ Comand Line Interface - SSH or Telnet;
»Configuration Wizard” and comand-
based; Jla
e File Transfer - SCP and FTP; Ila /‘)
e VYmpaBjieHHe HA NOJUTHKUTE ,,per user,
domain™ Tla /
AHTH-CIIaM e AHTH cnam Ha JiB€ HUBA - IPEBAaHTHUBHO U
(QyHKIMOHATIHOCT peakTHBHO Ha Oa3arta Ha Database Ha




Reputation Filters;

CaeTtoBHa 0a3a TaHHU, CIIEAANA MHHHMYM

Ha
25% ot cBeTOBHHUS Meit / yeb Tpaduk;
e Msrpaxiane Ha pernyTalMOHHO YUCIIO HA
0asa muanmyMm 110 napamerpu 3a [P; 1 000 000
e Hugo Ha rpemkata: 1:1 000000; Tla
. 0/ .
e VYnaBgHe Ha crama: 97%:; Tla, 98.9 %
e be3s oOyuaBane Ha yCTpOHCTBOTO Koe €
CIIaM H KOe He €; Tl
¢ Reputation Filtering (Sender IP/domain); Jla
¢ Reactive Antispam Filtering; Ta
e Context-sensitive detection technology; Tla
¢ E-mail and web reputation technology; Jla
e Adaptive learning technique. Tla
Kondurypupane u
yIIpaBJicHHE Ha
cram-rpaBuiiara ABTOMAaTHYEH BIICHT HAa BCEKH 5 MHHYTH Ja
OtkpuBane Ha
aTaKuTe B PEATHO
BpPEME H
PECHIEKTHBHO
ajanTHpaHe Ha [IpomsiHa Ha MeIJT IOJUTHKKTE B PEaHO BpeMe 3a
MOJUTHKHUTE Domain u IP anpec a
Kapantuna e ..On-box quarantine” — kapaHTHHA BBPXY
YCTPOHCTBOTO; Jla
e Wnausunyannu .,.User/Password Access
Control™ 3a Bcsika KapaHTHHHA 30Ha; Jla
Plug-in Support Outlook Plug-in moaapsxka 3a J0KJIaJBaHe Ha:
e Missing spams; Ila
e False positives; Jla
¢ Phishing and virus e-mails. Ila
AHTHUBHMpYCHA ¢ Muterpupana B Xap/lyepHOTO YCTPOMCTBO
(bYHKIHOHATTHOCT aHTUBHPYCHA 3all[UTa HA JIBE HUBA -

IMPEBAHTHBHO M PEAKTUBHO HHUBO C
AUHAMHWYHO KapaHTHHHPAHE,

Mus. 13 yaca usnpeBapBaHe Ha
CUTHATYpUTE 33 aHTUBUPYC 4pe3
KapaHTHHHUPaHE Ha M0J03PUTEIHUTE
ChOOIEHUS.




ITpeBanTHBHA
3aIMTa OT BUPYCH —

IIpeBaHTHBHA 3alMTa OT BUPYCHH EKCIIJIO3UH HA
0asaTa Ha HEHOPMATHO yBEIMYEHUE HA e-MeiIH

,»Virus Outbreak CbC crennpUUH npuKadenu ¢aiiose
Filter” (attachments) Ha
KapanTtina 3a JluHaMMYHA KapaHTUHA
MO03PUTETHATE
NOTEHUHATHH
BHPYCOHOCHTEITH -
Outbreak
Quarantine Ja
[lepron na Beeku 5 munyTH
0OHOBsIBaHe Jla
Cxanunpane Ha e CxanupaHe Ha npukaueH daiin
daiinose (attachment); Na
e (Ckanupane Ha KOMITpecupanu (aiinose. Tla
Penopraane u e ['paduuen MOHUTOp HA BXOMALI U
" 70roBe U3XOA1I MEHJI-IIOTOK 3a MOCJIeIeH vac,
JIeH, CeIMUIIa, MECEIL; Tla
e Jlor 3a Bcexu meiin; Jla
e Cnpaeka ,Mail Flow Report™;
e Crarucruka ,,Mail statistics and
throughput™. Jla
MuoxectBo DNS e Internet Root DNS servers; Ila
ChpBBPU
e Local DNS servers; Jla
e Multiple DNS servers. Jla
IIpocnensBane Ha LleHTpanu3upano npocieasBaHe Ha
CHOOIIEHHETO cpoOImenueTo, 6azupano Ha M3Npaiad uin
ToJIy4aten, ajpec, TOMeiiH, 3arjiaBue, BpeMeBH
TIepHOJT Ha
LlenTpanusupano e Multiple appliances; Jla
reHepUpaHe Ha ;
CTIpaBKm/OTHCTH e Cpobmenns ,,per domain group™; Jla
(Centralized e CnpaBka 3a notpeduTencku odem,
Reporting) UMIIOPTUpaHE Ha TOTpeOnuTEeNN Jla
e Cnpaska 3a ntomeitH o0em; Tla

e (mnpaBka 3a akypaTtHocT Ha Virus
Outbreak Efficacy;

e (CnpaBka 3a BXOJSIIN M U3XOIALIH
YJIOBEHH BUPYCH.

Habnronenue Ha
cucTeMara

e SNMP v2/v3;

e MIB-II;




¢ Syslog.

Ha
API nogapwxka [onnpwikka Ha API 3a w3rpaxnane Ha
NOTPEOUTENCKH PENOpPTH [a
YBenoMeHus ¢ E-mail-6asupanu; Jla
e SNMP Trap. Tla
Kondurypauunonnu e WebUI (HTTP and HTTPS); Tla
nHTEepdeiicu
e CLI(SSH and Telnet); Jla
e File transfer (SCP or FTP). Tla
Kongurypammonnn | XML/text based files archived or transfer.
(aiinose Jla
HaGnronenune va Real-Time Outbound Mail Flow per IP/Domain; Na
M3XOMAMMS TPAPHK [ 1yiceincq Message Queue Per Destination Domain. Tla
Konrtpon na Domain-based Delivery Rate and Session Control
H3XoAuMs odbeM Ja
[omnprxkka na TLS | TTomnpsxka Ha ,.,outbound SMTP over TLS”
Ha
[Toanue Domain e [loanuc Ha U3XOAUIM CHOOIIEHNS Ha
Key Oazata Ha domain key; Tla
* BB3MOXHOCT 32 MOAIMCBAHE C PA3IUYHI
domain keys nHa 6azara Ha sender domain. Tla
Ckanupane Ha o Cp3aBaHe M HalaraHe Ha NMOJMTHKHU 3a
ChIbPIKAHHETO OCUrypsiBaHe Ha
CBHOTBETCTBHE C U3MCKBAHUATA HA 3aKOHOBU
aKTOBE; Jla
e Brpagenu nojutuku - HIPAA, SOX,
GLB: Jla
o JlobGaBsHe HA MOJIUTUKH OT HOTPeOUTES. Ila
Jlunensu e AntiSpam; Ila
e Antivirus; Jla
e Virus Outbreak Filters; Jla
e 3a 750 morpeduTens 3a 1 roauna. Ila
Fapanmus u e 306 Mecena, 24x7 nomapweikka 1o tenedox
Texunyecka U e-MEHI; Jla
NOLAPBAKKA o Tlocemenue Ha msicto B Codust 10 6 yaca; Ila, 2 uaca
¢ Bniacra"ossBaHe padboTtocrnocodHocT 10 8 Undomsaiin Byira
yaca. EOOJT
JloxymenTanus 3a usnoto obopyaeane Ha CD wim xapTHeHo
KOIlHe, Ha aHTJIMHCKH WK OBJITapcky e3nk. B Ha




NOKYMEHTanusTa TpadBa 1a Ob1e BKIIOUYEHO
PBKOBOJICTBO Ha aIMUHHCTpaTOpa

WHcTanamus, ViHcTananms v HacTpoiika Ha MACTo, 0OyueHHe Ha

HACTpOiKa 1 UT cneumanucti Ha Bb3noxutens B pamkute Ha

obyuenue J1Ba pabOTHH THH Na
Jara: 19.09.2014 r.
HanmeHoBaHue Ha yyacTHHKA: »CroyH Kommorbpe™ Al

Hme u bamunus:

JLTbakHOCT:

[Moanuc




